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1. Introduction

This document is the release note for VideoXpert Integration with JCI P2000. The objective of this
document is to provide information about the released version of integration component, its features,
installation details and known issues.

2. Abbreviations

# | Abbreviation Definition

1| VMS Video Management System

2 | VX VideoXpert

3 | VxSDK VideoXpert Software Development Kit
4 | ACS Access control System

Table 1: Abbreviations

3. Version Information
3.1. Integration Component Version

# | Component Name Version | Description
1 | VideoXpertJCIP2000_Setup- 3.1.1 JCI P2000 Access Control Integration driver
3.1.13.311.msi Installer

Table 2: Integration Component Version

3.2. VideoXpert Version

# | Component Name Version Remarks
1 | VideoXpert Core 3.x

2 | VideoXpert Professional 3.x

3 | VideoXpert Media Gateway 3.x

4 | VideoXpert Storage 3.x

5 | VxSDK 3.0.0.1234

6 | Access Control System Viewer 3.4.0.0

Table 3: VideoXpert Version

3.3. JCI P2000 Version

# | Component Name Version | Remarks

1 | JCI P2000 3.11

Table 4: JCI P2000 Version

4. System Overview

The proposed solution is an integration driver for JCI P2000 security management system. This
integration helps JCI P2000 to connect with VideoXpert. The integrated system allows end user to use
VideoXpert to access information from JCI P2000. VideoXpert users may use Admin Portal or OpsCenter
Client to view or acknowledge access control events from JCI P2000.
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JCIP2000

Pelco - JCT P200 Integration Driver VideoXpert Core
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P2000 ACS

User accessing P2000 User accessing VideoXpert

Figure 1: System Overview

The integration driver shall be using VxSDK for all its interfacing needs with VideoXpert. The integration
driver also supports Pelco Access Control System Viewer to allow user information retrieval and control
functionality of JCI P2000 devices in VideoXpert. This includes viewing JCI P2000 access control points
and user lists in VideoXpert and sending control commands to the access control points.

5. Platform Specification

# | Parameter Specification

1 | Operating System Windows 10 — 64Bit
2 | Processor Intel i7

3 | RAM 8GB or above

4 | Hard Disk 500GB

Table 5: Platform Specification

6. Prerequisites

The VideoXpert JCIP 2000 installs as a standalone windows service which integrates to the Access
Control System plugin and the following are the prerequisites for this integration driver.

1. VideoXpert v3.x
VideoXpert software should be installed and licensed for the proper functioning of the integration.
2. Access Control System Viewer Plugin
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Some features of this integration require the Access Control System Viewer plugin to be installed on

the VxOpsCenter console machines.
3. Configuration in JCI P2000 system
Remote Server Settings configuration is required on the JCl P2000 system to allow events to be sent

to the driver.

The PC on which this driver will be installed needs to be added into the JCI P2000 as a remote server
to allow P2000 events and alarms to be set to the driver.

Contact your JCI P2000 administrator to add this configuration. This integration requires

e Transmit messages to this server to be enabled

e Enter a Port that the driver will be configured to listen on for events (see Alarm Port in

section 7.2.3)

e Select the XML Protocol option.

G =S
Partition |Super User Public
Mame DEREKLAPTOP
P Address @ 192 168 171 . 125
Computer Narme
Remate site name
Receive messages from this server
| Transmit: messages to this server
Port 41016 |><ML Pratacal v|
e

Figure 2: P2000 Remote Server Settings

External IP configuration must be set to allow retrieving access point and user information and

commands to be issued to the P2000 server.
The JCI P2000 driver PC must be added as an external IP and enable the Use XmIRpc option.

Show Far |Super User

'|

C

1:---':(3 Registration Parameters
‘QTQ Site Parameters

gfg Local Site

+ﬂ Software Updates
28 Default Alarm Colors
=B Warkstation
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Figure 3: P2000 External IPs Settings
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The P2000 XmIRpc Interface Port configured in the Site Parameters should be noted as will be required

later.
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Figure 4: P2000 XmIRpc Port Settings

7. Installation Steps
7.1. Step 1 — Start installation

Double click on the VideoXpertJCIP2000_Setup-x.x.x.x.exe file to start the installation. Installation wizard
starts with the following window.

=3

ﬁ VideoXpert JCI-P2000 Driver Setup

The Setup Wizard will install VideoXpert JCI-P 2000 Driver on
your computer, Clidk Next to continue or Cancel to exit the
Setup Wizard.

Figure 5: Installation home screen

Click Next button to start installation.

7.1. Step 2 — License Agreement

Accept the agreement and click Next to continue.

VideoXpert Integration — JCI P2000 6 Installation Manual



15 VideoXpert JCI-P2000 Driver Setup = — et

End-User License Agreement ("Agreement”) ~
Last updated: May 16, 2017

Please read this End-User License Agreement ("Agreement”)
carefully before clicking the "I Agree"” button, downloading or
using Pelco - [CIP2000 Integration (" Application”).

By clicking the "I Agree” button, downloading or using the
Application, you are agreeing to be bound by the terms and

B L o Tt

[T accept the terms in the License Agreement!

Figure 6: License agreement screen

7.2. Step 3 — Install Location

The install location is shown and can be changed from the default location if required.

ﬁ VideoXpert JCI-P2000 Driver Setup = - X

Click the icons in the tree below to change the way features will be installed.

Pelco Driver Service

This feature requires 185ME on
your hard drive.

Location: C:\Program Files\Pelco]CIP 2000\Service,

Reset | Disk Usage | Bak [ mext | cancel |

Figure 7: Install location screen

Click on Next to and then Install to start the install process.
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ﬁ VideoXpert JCI-P2000 Driver Setup = - x

Please wait while the Setup Wizard installs VideoXpert JCI-P2000 Driver,

Status:

Figure 8: Install process screen

7.3. Step 4 — Driver Configuration
The JCIP2000 Driver Service Configuration Application opens.

2 JCIP2000 Driver Service Configuration Application hd - u] X

Logs

Pelco VideoXpert Connection Info:

Driver Service Control: General Driver Options:
Status:  [Stopped Manage Stuations
Manage Linked Cameras
Stop Service Start Service

Version: 1

JCIP2000 Server Configuration Application

Figure 9: Driver Configuration Application

7.3.1. Pelco VideoXpert Connection

Enter the following fields in the Pelco VideoXpert Connection Info section:
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e Server: Enter the hostname or IP address of the VideoXpert server

e Port: Enter the port VideoXpert VX System is configured with.

e User: Enter the username for a VideoXpert user with access to the system.

e Password: Enter the password for a VideoXpert user with access to the system

e To test the connection information is correct click on the Test Connection button. If all the fields
are correct a Successful connection message will appear:

*

Succesful connection!

Figure 10: VideoXpert connection test success

If connection fails check the configuration tool logs from the application Logs menu and check
all fields are entered correctly.
e C(Click on Save Settings.

7.3.2. JCI P2000 Connection
Enter the following fields in the JCI P2000 Connection Info section:

e Server: Enter the hostname or IP address of the P2000 server

e User: Enter the username with access to the P2000 system.

e Password: Enter the password for the P2000 user.

e Password Mode: Select the password mode for the P2000 XmIRpc interface. Note: this value is
saved in the P2000 system configuration under Site Parameters>XmlRpc (If ignore is set on
server the password can be left blank here as it will be ignored)

™ EX3)
General | Printing | Panel Types | Facility Code | Retention Policy | Password Policy | BACHet | Download
Port Configuration RMS Eail External Event Trigger I3 Web Access #miRpc

Password Mode

Clear Text
Ignare

Figure 11: P2000 Password Mode

e Alarm Port: Enter the port to use for the alarm port, this is the port created on the driver PC to
listen for incoming events from P2000. Firewall settings may need to be configured to allow
incoming traffic on this port from the P2000 server. Note: this value is configured in the P2000
system configuration under Remote Server—><Server name>—>Port

VideoXpert Integration — JCI P2000 9 Installation Manual
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Figure 12: P2000 Event Port
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e Command Port: Enter the P2000 XmIRpc Interface port, this setting is configured in the P2000
system configuration under Site Parameters—> Port Configuration—>P2000 XmIRpc Interface Port

EX3

| ceneral | prinkinn L P

anel Tvpes I Facility Code I Retention Policy: I Passwiord Policy I BACMet I Diownload

Part Configuration | RMS I EMail I External Event Trigoer I MIS I Weh fccess I HmlRpc
Mame Yalue k- ‘
]
P FE LAY S an i Fon Tivee
Ctis Inkerface Command Pork 41030
P2000 53 Interface Command Port 41024
P2000 Intrysion Inkerface Command Port 41040
P2000 #miRpc Interface Port 41023 I
Pt o100 Handler Lomimand Fore 1013 -

Figure 13: P2000 Command Port

o Timezone: Select the time zone the P2000 server is running in. This value is required to convert

P2000 events

timestamp correctly.

e To test the connection information is correct click on the Test Connection button. If all the fields
are correct a Successful connection message will appear:

Succesful cennection!

*

Figure 14: P2000 connection test success

If connection fails check the configuration tool logs from the application Logs menu and check

all fields are e

ntered correctly.

e C(Click on Add to add the new configuration to the list of P2000 systems.
o To edit a field:
o Select the system in JCI P2000 Systems list

VideoXpert Integration — JCI P2000
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o Edit the fields
o Click on Update to update the entry to the list. (Note you must click on update before
clicking Save Settings)
e Click on Save Settings.

7.3.3. Driver Service IPC Settings

Enter the following fields in the Driver Service IPC Settings section:

e IP: Enter the IP address of the PC where this driver is installed. (If multiple network interfaces
use the one which will be used to connect to from the VideoXpert Access Control Viewer.

e Port: Enter the port the IPC server will be listening on.
Note: The IP and port settings above will be used in the VideoXpert clients when connecting to
this driver interface using the Access Control System Viewer. See IP Address and Port fields
below:

Access Control System Viewer
Filter A jige]

localhost

192.168.171.65

Figure 15: Access Control System Viewer IPC Settings

e Certificate: If SSL communication is required between IPC client/server enter the path to the SSL
cert personnel exchange format file (.pfx file).

7.3.4. Manage Situations

e C(Click on the Manage Situation button under General Driver Options to configure the JCI P2000
situations list that will be imported into Pelco.
e The manage situations window will open as follows:

VideoXpert Integration — JCI P2000 11 Installation Manual



2 Situations Management b — O X

Pelco Situations

Name Device Name Event Type Severity ACKMNeeded Enabled
AT C-P2000 External Device | Fire Alam Critical |~
Muster Alarm JCI-P2000 External Device | Muster Alarm Critical |~
Loop Tamper Alarm JCI-P2000 External Device  |Loop Tamper Alarm Critical |~
Intrusion Alarm JCI-P2000 External Device | Intrusion Alarm Critical
Input Point Alarm JCI-P2000 External Device | Input Point Alarm Critical
Guard Tour Alarm JCI-P2000 External Device | Guard Tour Alarm Critical
AV Video Loss Alarm JCI-P2000 External Device | AV Video Loss Alarm Critical
AV System Alarm JCI-P2000 External Device | AV System Alarm Critical
AV Maotion Alarm JCI-P2000 External Device | AV Motion Alarm Critical
AV Dry Contact Alarm JCI-P2000 External Device | AV Dry Contact Alarm Critical
AV Behavior Alarm JCI-P2000 External Device | AV Behavior Alarm Critical

Area Alarm Area Alarm Critical

KRR E R E R E R E EE

Device Name Event Type Severty  ACK MNeeded Enabled

Figure 16: Situations management

e The configurable fields are:
o Name — This must be edited before starting service for the first time as Situations are
imported into VideoXpert they can only be edited via VxToolbox
o Severity — This must be edited before starting service for the first time as Situations are
imported into VideoXpert they can only be edited via VxToolbox
ACK Needed
Enabled — disabling will filter the event type at the driver and events will not be injected
into VideoXpert.
e Some Event types also have Sub Event types. By clicking the event type if there are sub event
types available then the lower table will populate with the sub event types.

VideoXpert Integration — JCI P2000 12 Installation Manual



Time Override Data JCI-P2000 External Device | Time Override Data Crtical |~

un-checked fo be created with the parent event name a

EXH EZTE

Device Name Event Type Severity ACKNeeded  Enabled *

[EEERE c-P2000 External Device  |Reader Up Medi..

Reader Down JCI-P2000 External Device  |Reader Down Medi...
Code Image Download S... | JCI-P2000 External Device |Code Image Download Su... | Medi...
Code Image Download Fail | JCI-P2000 External Device |Code Image Download Fail | Medi

Events are created as follows in VideoXpert:
- If the sub event type is enabled that sub event type will appear in VideoXpert
- Otherwise if the parent event type is enabled then that sub event will appear in VideoXpert
with the parent event type name
- Other if neither sub event type or parent event type are enabled that event will be filtered
out and not be sent to VideoXpert.
e When complete click Save.

7.3.5. Manage Linked Cameras
This allows cameras to be associated with events in VideoXpert based on the P2000 terminal (access
control point) where the P2000 event occurred.

e C(Click on the Manage Linked Cameras button under General Driver Options to configure
cameras for P2000 access control points.
e The Pelco Camera / P2000 Access Control Point Management window opens

# Pelco Camera <--> P2000 Access Control Point Management h - O X

Control Point/Camera Mapping

CI P2000 A Control Points: Linl-ed Pelco Cameras

Import Access
Cartrol Poirts

Figure 17: Pelco camera / P2000 Access Control Point association

e Select the P2000 system (Note: if this list is empty exit this window and click on Save Settings
first)

VideoXpert Integration — JCI P2000 13 Installation Manual



e C(Click on Import Access Control Points. This will attempt to connect to

the P2000 system

configured in the previous sections and import the list of P2000 access control points into the

list.
e Select a Access Control Point in the list

¥ Pelco Camera =--> P2000 Access Control Point Management - a X

ontrol Point{Camera Mapping

000 Acc trol Points: Linked Pelco Cameras:

2000 System 2.168.171.155:41016 v Add Remove
Import Access
Control Paints

Terminal One (Super User)

Figure 18: P2000 Access Control Point selection

e To associate a camera (or cameras) with the terminal click Add.
e A connection is made to VideoXpert and imports a list of video sources.

# Pelco Camera Selector - Retrieving Camera List from Pelco... had - O X

Select Cameras

Camera Name Camera ld

IP Camera - AXIS M1054-00408CDFBACT - video 6d4e9a74-571.

Figure 19: Pelco camera selection

e Select one or more of the video sources and click on OK.

e The cameras will be associated with the selected P2000 Access Control Point.

VideoXpert Integration — JCI P2000 14
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¥ Pelco Camera <--> P2000 Access Control Point Management - O X

Access Control Point/Camera Mapping

JCIP2000 Access Control Points: Linked Pelco Cameras:

CEEIEEUN 192 168.171.155:41016 [l Add |
e IP Camera - AXIS M5014-ACCCBEGOEE0/ - vid
Control Points

Terminal One (Super User

PTZ PresetName: _

Home

e To configure a PTZ for this linked camera Enter the PTZ Preset name in the PTZ Preset Name
field.
Note: After adding the camera the selecting list attempts to retrieve the list of PTZ presets from
Pelco and populates the list. However, the auto-population doesn’t occur the PTZ preset name
can still be entered manually.

e When an event occurs is received in Pelco associated with this Access Control Point with this
linked camera, a command will be sent to go to this PTZ preset if this field is configured.

e To disassociate a video source from a Terminal select the video source and click Remove.

e When mapping configuration is complete click Save to save and exit.

e C(Click on Save Settings to commit the changes.

7.3.6. Driver Service Control

The VideoXpert — JCI P2000 Driver can be started/stopped from within the Driver Service Control
section.

Important Notes:

e [f any settings are changed the driver service must be restarted for the driver service to load the
new settings.

e This configuration application can be found in the start menu under Pelco - VideoXpert JCI-
P2000 -> JCI-P2000 Driver Configuration and can be run from there to change settings after
installation.

Click Close when all configuration is complete to close the configuration application and continue the
install process.

7.4. Step 4 — Install Complete

Click Finish button to finish the installation.
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ﬁ VideoXpert JCI-P2000 Driver Setup

Click the Finish button to exit the Setup Wizard.

Figure 20: Install complete

8. System Configurations

The configuration application as described in the previous section can be found in the start menu under
Pelco = VideoXpert JCI-P2000 - JCI-P2000 Driver Configuration and can be run from there to change
settings after installation.

9. Uninstallation Steps
9.1. Step 1 — Start the Uninstallation

In order to uninstall open windows Programs and Features and click on Uninstall for the VideoXpert
JCI-Pelco P2000 Driver entry.

Marme Publisher Installed On  Size Version

# VideoXpert JCI-P2000 Driver B ~ “ineider Electric 311042007 185MB  1.03.21

A& Intel® Graphics Driver Uninstall | Corperation 311042007 412MB  22.20.16.4735
4 Intel(R) Dynamic Platform anc Change | Corporation 2017 202MB  8.2.11000.2996
@IntelE PROSet/Wireless Softw Repair | Corporation 31,10/2017 246MB  19.60.0

B ictar Hinified Client T n Secorit Braduocte 1AWIMT FNZMR 150455 100

Figure 21: Programs and Features entry

The following window will be shown. Click the Next button to start uninstallation.

9.2. Step 2 — Uninstall Complete

The driver will be removed from the system.

10. User Guide

Refer VideoXpert Integration — JCI P2000 [User Guide].docx
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11. References

# | Documents/Inputs Description

Technical and requirement analysis discussions between all

1 | Discussions .
internal and external stakeholders.

2 | VideoXpert SDK Documentation of VideoXpert SDK

12. Support

If the instructions provided fail to solve your problem, contact Pelco Product Support at 1-800-289-9100
(USA and Canada) or +1-559-292-1981 (international) for assistance.

13. Copyright Notice

© Copyright 2017, Pelco, Inc. All rights reserved.
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