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Introduction

This document is the installation and operation manual for VideoXpert Integration with Security Expert. It
provides information about the system usage, functions, configurations, and known issues.

System Overview

VideoXpert to Security Expert Integration enables the interaction between Security Expert and VideoXpert
systems. This VideoXpert integration extends the Security Expert software Security surveillance
capabilities using VideoXpert functionality including live and recorded streaming and PTZ. VideoXpert
provides live streams from |P cameras that are installed at different locations in a building. This VideoXpert
integration helps the end users to manage complete building security using Security Expert.

VideoXpert Core

L

Client
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VideoXpert SDK
Security Expert client software

Installation the Software

Installing Prerequisites
Install the following prerequisites before installing the Security Expert Video Integration Installer.
« Security Expert v 4.3.270.8 or higher

Install and license Security Expert software for the proper functioning of the integration.
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« Security Expert SOAP Service v 1.6.0.1 or higher

E, Note: The Security Expert SOAP Service must communicate with the Security Expert server
=

machine. Install the Security Expert SOAP Service in the Security Expert server or provide
the name of the server while configuring the service.

141 Security Expert SOAP Service - InstaliShield Wizard x|
B————————

{
Customize WCF TCP/IP Port

Click Mext to accept the default WCF TCP/TP port, or customize a different
WCF TCR/IP port.

[ Enable Windows Authentication on Security Expert Data Server/Web Server Communications
Security Expert Data Server installed PC name
Jlocalhost

Data Server Port:
jsoco

Report Server Port:

jso10

Port to run SOAP Service in II5:
3030
Port to run SOAP Service in IIS (Htips):

5040
InstallShield

[ < Back " Mext > ] [ Cancel

Installing Security Export Video Integration

1. Right click on the SecurityExpertVideolntegrationinstaller-3.0.0-12.exe file, and then click Run

as administrator.

Click to select the checkbox to accept the terms of the End-User License Agreement, and then click
Begin Installation.

Security Expert Video Integration Setup

PARTNER FIRST

Welcome to Security Expert Video Integration

PELCO SOFTWARE LICENSE AGREEMENT

ALL SOFTWARE PROGRAMS ("SOFTWARE") PROVIDED BY SCHNEIDER ELECTRIC
“SCHNFINFR FI FCTRICT OR “1 ICFNSOR™ ARF PROPRIFTARY PRONDLICTS OF SCHNFINFR
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3. Configure the Server by providing the following information:

Security Expert Video Integration Setup

Server Configuration
192.168.91.31
admin
seses
Pelco

60001

Instal

IP Address of the Security Expert SOAP Service host.

T o

Username of the Security Expert server,
Password of the Security Expert Server.

d. Name of the Site configured in the Security Server. Specify the Organization name mentioned
while installing Security Expert Server.

e. Service port. By default, the service port will be ‘60001’ and user can change the port if
required. Set this service port numberin DVR configuration window in Security Expert.

4. Click Install.
5. Click Close.

Configuring and Operating the Software

After the complete installation, add the VideoXpert in Security Expert and get camera list, live streaming,
archive streaming, and PTZ operations as described in the following sections.

Checking that the Integration Service is Running

1. Open the Services snap-in. To do so, go to the “Run” command, type services.msc, and then press
Enter.

2. Scroll down to and locate PelcoVideo Service Integration service from Services.

C6665M-A | 03/20



VideoXpert v 3.7 Security Expert Integration Installation and Operations Manual

3. Ensure that “Pelco Video Service Integration” has started automatically. If it has not, right-click the
service, and then click Start.

File Action View Help

@z |EEH =Bl > a0

i Senvices (Local) | |72 Saiess (Loeal)

Pelco Video Service Integration | Name B Description Stetus  StartupType  Log OnAs B
% Parental Controls This service is a stub for Windows P.. Manual Local Senvice

Stop the service £, Peer Name Resolution Protocol Enables serverless peer name resolut. Manual Local Senvice

Restart the service
% Peer Networking Grauping Enables multi-party communication. Manual Local Senvice
%, Peer Networking Identity Manager Provides identity senvices for the Pee.. WManual Local Senvice

Description: 1 pelco Video Service Integration Pelco Video Service Integration Started  Automatic _ Local System

Pelco Video Service Integration £l Performance Counter DLL Host Enables remate users and 64-bit pro.. Manual Local Service
£, Performance Logs & Alerts Performance Logs and Alerts Collect.. Manual Local Senvice

Logging In to the Security Expert Client

Log-in to security expert with the appropriate user credentials.

O use Windows Authentication

Logon

Password X

Language English N Sec urlty Expert
Server localhost

4.3.270.8
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Configuring the Security Expert DVR
1. Configure DVR first. To do so, click Monitoring, then click Setup, and then click DVR.

s Monitoring  Programming  Groups  Expanders

Floor Plan Editor

Usemame

2. Click ADD, and then provide the DVR details.

= &g Global Sites Users Events Reports Monitoring Programming Groups Expanders Automation About -0 x
DVRs sere - 1 @ Q 8 M B W
General Add
Name Database ID Created Date General ~
Name
Name (Second Language)

3. Select DVR type custom, and then enter the following information.

IP Address: IP Address of the VideoXpert System.

DVR Port: Port number of the VideoXpert System.

Service Port: Service port given during the Installation of Security Expert Integration Installer.

Username: User name of the VideoXpert System.

®© 2 o T o

Password: password of the VideoXpert System.

4. Click SAVE.
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Configuring a Camera

1. Click Monitoring, click Setup, and then click Cameras.

Global  Sites  Users  Events  Reports  Monitoring  Programming  Groups  Expanders  Automation

Cameras Status Page View Site: Peloo

Floor Plan View
General
Setup

Floor Plan Editor

Database ID Created Date
Floor Plan Editor (batch)

Add Bulk Floor Plans

Status Page Editor H
Status Page Editor (batch)
Status Lists

Web Links DVR
<not set>

DVRs

Cameras

PTZ Commands

Floor Plan <not set> 2

HLI ~
Record History A
Created 3/18/2020 5:06:03 PM

Last Modified <not set>

Last Modified by

2. Click ADD, and then enter camera details.

[ — & Global Sites Users Events Reports Monitoring Programming Groups Expanders Automation

Cameras Site: Peloo D e & 2

Add

General

Name Database ID Created Date General ~

Name ﬂ

Name (Second Language)

3. Select the type DVR, and then click to select the DVR given in the previous step from the drop-
down menu.

4. Click the button corresponding to the DVR camera name to populate the camera list in the DVR.
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5.

Click to select the camera in the Select Camera list, and then click Select.

Select Camera X

IMP519-1ER-T31601683

IP Camera-IXP21-T41107526

IP Camera-IBP519-ER-31600061 r
IP Camera-IBP519-ER-31600060 L
IP Camera-IBD329-1-T81501080

IP Camera - IXE20C-8A00236

IXP31-T32300823 - INT

e g

6. Click SAVE.

Configuring the Status Page Editor
Configure the status page in this section to display camera and event windows.
Click Monitoring, click Setup, and then click Status Page Editor.

1.

Global Users Events Reports Monitoring Programming Groups Expanders Automation About

Sites

Status Page D Status Page View atus Page: - Site: pglco

Floor Plan View

Rows 3 ~  Columns 3 d Group <not set>

Floor Plan Editor

Floor Plan Editor (batch)
Add Bulk Floor Plans
Status Page Editor

Status Page Editor (batch)

Status Lists

Web Links

DVRs
Cameras

PTZ Commands
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2. Click ADD,enter the Name for the status page, and then click to select the status page layout.

= & Global Sites Users Events Reports Monitoring Programming Groups Expanders Automation About
Status Page D E ﬁ Status Page: ~  Site: pgleo
Rows 3 ~  Columns 3 Add ~  Record Group <not set> =i u
ADD STATUS PAGE X
Name:
DEFAULT LAYOUT T
(CAN BE CHANGED
LATER)

3. Click OK.

4. Click to select Record, Columns, and Rows from the drop-down menus, according to the Type, and
then click SAVE.

S+|  Example: For setting the camera stream in the First row and First column of the Status Page
view, we have set Type as Camera, choosen camera in Record, set column as 1, and set

Rows as 1.
Global Sites Users Events Reporis Monitoring Programming Groups Expanders Automation About

Status Page 0D @ w Status Page:  Alarms
Rows 2 -  Columns 2 ~ RecordGroup  <not set> - u
Type: Camera - Type Camera -
Record:  IP Camera-IXP21-T41107526 - Record:  IP Camera - IXE20C-8A00236 -
Columns 1 - Columns 4 -
Rows: 1 - Rows: 1 -
Type: Event Windows A Type: Status List -
Record:  All Events - Record:  Status List -
Columns 4 - Columns 4 -
Rows: 4 - Rows: 4 -
Style:  Nolmage -
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Viewing the Status Page

To show the Camera Live stream and the event windows, configured in the previous section, click
Monitoring, and then click Status Page View.

= & Globsl Stes Users Events  Reports  Montoring  Programming  Groups  Expanders  Automation  About

Status Page Status Page: Alarms

Videaigert 1P Camers (P21 T41107526 6 Vicesigert 1P Camera- INEZDC- 8400238 o

! Camera

Al Events Stotus List

=
Drag & celumn hesdet hare e greq Name Status Controller & Active

Status Description Field Time Logged Time user Doer Acknawbedged Ti... Camments Alsrm |

T
Operator Admin_  3/18/2020 5200 3/18/2020 5250
Operstor'Admin_  3/18/2020 5784 3/18/2020 5284
Status Page lar.. 3/18/2020 S27:2.. 3/18/2020 5272
Camera IP Came.. 3/18/2020 527.0_ 3/18/2020 527.0
Camers P Came... 3/18/2020 S26:2.. 31872020 5262
Operalor'Admin..  3/18/2020 5342, 31872020 5242
Operator Admin_ 3/18/2020 5251 3/18/2020 5231

Camers " Added..  3/19/2020 S224.. 31872020 5224

Using PTZ Controls

The small arrow at the top right of the camera stream window shows the PTZ controls. Perform Pan, Tilt
and Zoom operations by clicking on the PTZ control buttons.

©COo
096”2
02024
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Setting-up Doors

1. Click Programming, and then click Doors.

= &  Global Sites Users Evenis Reports  Monitoring  Programming  Groups  Expanders  Automation  About

Doors Programming Mode: | ocal Controller: <All> ~ w.  Site: Pelco M [ U= | Q &

General Outputs Inputs Options Advanced Options Alarm Options Function Codes History Usage Events

Unlock Schedule Never M- “
Name Controller Database ID cr
Door Pre-Alarm Delay Time 30

MainController_DR 1 <Unassigned> 0 2
Door Left Open Alarm Time 45

MainController_DR 2 <Unassigned> 1 2/
Support Manual Commands

MainController_DR 3 <Unassigned> 2 2/
Interlock Door Group <not set> - n

MainController_DR 4 MainController 3 2/

Commands v
Graphics A

Camera (Entry) <not set> -3

Camera (Exit) <not set> -3

Intercom (Entry) <not set> -3

Intercom (Exit) <not set> -]

Floor Plan <not set> M|

Auto Camera Popup ~

O Auto Camera Popup on Any Door Event
[ Auto Camera Popup on Door Forced Event

Camera <not set> - n

Elevator HLI A~

O poor Used For Elevator HLI

2. Click ADD, and then enter door details.

3. Select a camera containing recordings as the Camera (Entry) or Camera (Exit) in the Graphics area.

Viewing Events in the Status Page

1. Click Monitoring, and then click Status Page View.

Completing the steps in the section titled Setting-up Doors added an event in the event window in
the status page with a yellow camera icon.

Camera (Live)
Camera (Door Exit View) (Live) dmir’
Camera (Archived)

Camera (Door Exit View) (Archived) ~ dmin

2. Right-click the event, and then click Camera (Archived).This will show the archive window
corresponding to the time of the event log.

3. Modify the date and time in Archive View Controls, and then click Archive View to show the
Archive streaming.
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The archive window shows three stream windows:

« 5 SecondsVideo (looping)
« 30 Seconds Images Slider

o Live View

5 Seconds Video - IP Camera-P12:

30 Seconds Images Slider - IP Can

Live View - IP Camera-P1220-T42304540

Archive View Controls

3/18/2020 o}

‘ 18 © 01 © 55 ]

Archive View @

Live View Controls

cCCo
0906?
0299

C6665M-A | 03/20
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Configuring Security Expert Event Injection

Configuring the Service Port

Ensure that Security Expert SOAP Service is installed on the Server.

By default, the Security Expert SOAP Service port is 8030. If you change the Security Expert SOAP
Service port during installation, update the port in the client endpoint address in the C:\Program Files
(x86)\Pelco\Security Expert Integration\PelcoVideoComponent.exe.config file.

<client>
<endpoint addreszs="http://10.1.31.39 SecuritvEJmertSOAPSewicefSewice.svc" binding="basicHttpBinding"
"BasicHttpBinding IServicell" IS
<endpoint addrezs="net.pipe:/flocalhost/LoggingService" binding="netNamedPipeBinding" bindingConfiguration=
"HetNamedPipeBinding ILoggingService">
<identity>
<servicePrincipallame wvalue="host/localhost" />
</identity>
</endpoint>
</client>

Mapping External Events
Beginning with version 3.0.0.9, certain access events are automatically mapped to VX events.
« system/access_door_opened
« system/access_door_closed
« system/access_door_faulted
« system/access_door_forced
o system/access_door_propped
« system/access_door_locked
« system/access_door_unlocked
« system/access_denied
. system/access_granted
Optionally, these events may also be mapped to external events.

1. Open C:\Program Files (x86)\Pelco\Security Expert Integration\ExternalEvents.xml file.

€7uml version="1.0" encoding="atf-0"93%
[Fl¢ExternalEventas
{Event NHampsw rF Modified®™ ld="A7367"»</Eventc>
<Event Name"*Door Added” Id="57366"></Event>
</ExcernalEvents>
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2. Add external events to the ExternalEvents.xml file using the name and event id as mentioned in the

‘Security Expert Events List.xlsx’ document.

e R

VideoXpert
P 1012648
Usemame  gemin
PAENOT  sesesene
port 44 Connect
External Everts Event Template  Situstion Type Situation Name Severity  AckNeeded  Notify Propertes
Door Modrhed ‘ulﬂmk'S«unI’«E Jdaot,moddm‘! Door Modified | 5 [ J | ) |
oo Added | [Doer Addea | G| |
Canca s

3. Open Event Mapper from the Desktop shortcut (on the Security Expert Server Machine).
a. Click Connect to connect with VideoXpert and create situations.
b. Click Properties and change the Situation properties, if any.

c. Click Save.

4. Restart the Pelco Video Service Integration service.

S ecurity Expert DVR Service B Name = | Description  Status  StatupType  Log OnAs
- {3 Secondary Logon Enables stor... Manual Local Syste...
m”‘;’:""“, o 154 Secure Socket Tunneling Protocol Service Provices su.. Manual Local Service
G4 Security Accounts Manager Thestartup ... Started  Automatic Local Syste...
&4 Security Center The WSCSV.. Started  Automatic (D... Local Service
i ) 64 Security Expen Data Service SecurityBxp... Started  Automatic  Local Syste...
[FCHRRY EXDER INE SHWERD: 4 Security Expert Download Senvice Security Exp... Staried  Automatic  Local Syste..

Y z y

L
Start

4, Security Expert Update Service Stop lyExp.. Stated  Automatic  Local Syste..
G Server Pause rtsfil.. Started  Automatic Local Syste...
{3, Session Launcher Service Risiima Started  Automatic Local Syste...
1G4, Shell Hardware Detection o esno.. Started  Automatic Local Syste...
G Smart Card i Manual Local Service
6% Smart Card Removal Policy All Tasks b fthes.. Manual Local Syste...
(3% SMS Agent Host esch.. Started  Automatic (D.. Local Syste...
1%, SNMP Trap Refresh e tra... Manual Local Service
£, Software Pratection = ssthe ... Automatic (... Network S...
£3 5PP Notification Service Froperties esSo... Manual Local Service
€5 5Q Full-text Filter Daemon Lz Help tola.. Stated  Manual NT Sevice...

C6665M-A | 03/20
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5. Click to select the checkbox for Monitor Events from this DVR/NVR during configuring DVR to
subscribe to events.

= g Global Sites Users Events Reports Monitoring Programming Groups Expanders Automation About

DVRs Site: Peloo -0 @ 8 A B W
General
DVR Port 44 r
Name Database ID Created Date
Service Port 60001
VideoXpert 1 3/18/2020 5:09:14 PM
DVR Type Custom -
HLI A

Monitor Events from this DVR/NVR

Logon ~

Logon Required

Usemame admin

Passwod 0000000 |esssssssss

Record History ~

6. Restart Security Expert DVR B service in services.msc and wait for one minute before starting the
Security Expert application.
Configuring Event Injection from VideoXpert to Security Expert
1. Verify that Security Expert v4.3.270.8 or higher is installed on server and client machines.
Verify that SecurityExpertVideolntegrationinstaller is installed on the server machine.

3. Click to select the checkbox for Monitor Events from this DVR/NVR during configuring DVR to
subscribe to events.

= & Global Sites Users Events Reports Monitoring Programming Groups Expanders Automation About

DVRs Ste: Peloo e Q@ @ A B W

General

DVR Port 44 =
Name Database ID Created Date

Service Port 60001
VideoXpert 1 3/18/2020 5:09:14 PM

DVR Type Custom -

HLI A

Monitor Events from this DVR/NVR

Logon A

Logon Required

Usemame admin

Password ~ sssssssess

Record History A

4. Restart Pelco Video Service Integration in services.msc.
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5. Restart Security Expert DVR Service B in services.msc and wait for one minute before starting the

Security Expert application.

Q

S ecurity Expert DVR Service B Name | Description  Status  Statup Type  Log OnAs
16 Secondary Logon Enables star... Manual Local Syste...
m""“, €4 Secure Socket Tunneling Protocol Service Provides su... Manual Local Service
© sence £} Secwrity Accounts Manager The startup . Automatic  Local Syste...

1 Security Center The WSCSV... Automatic (D.. Local Service
[Description: . 13 Security Expert Data Service Security Exp... 7
[Secustty Evpeit IR Sesvice B % Security Expert Download Service
& Security Expert DVR Service A
L WR :
3, Security Expert Event Service Bt
3 Security Expert Update Service Stop lyBp. Started  Automatic Local Syste...
2 Server Pause fsfil, Stated  Automatic Local Syste...
3 Session Launcher Service Retmne Started  Automatic  Local Syste...
3 Shell Harduware Det — no.. Started  Automatic  Local Syste..
63 Smart Card Manual Local Service
6% Smart Card Removal Policy All Tasks b thes.. Manual Local Syste...
{3 SMS Agent Host esch.. Started  Automatic (D... Local Syste..
55 SNMP Trap Refresh es tra. Manual Local Service
€4 Software Protection = ksthe ... Automatic (D.. Network S...
£, SPP Notification Service Froperties esSo... Manual Local Service
€5 5Q Full-text Filter Daemon Lz Help tola.. Stated  Manual NT Sevice...

6. View the Events logged from VideoXpert in the client. Security Expert Event types and VideoXpert

situations are listed in Table 1: Security Expert Event types and VideoXpert situations.

Al Events.
Drag a column header here 1o group by that column Active
Status Description Field Time Logged Time User Door Acknowledged Ti.. Co m

v

Operator ‘Admin’ Logged Out 2/20/20201:19:31 PM 2/20/2020 1:19:31 PM &

Operator ‘Admin’ Logged In 2/20/20201:18:41 PM  2/20/2020 1:18:41 PM

Operator ‘Admin’ Logged Out 2/20/20201:17:21 PM  2/20/2020 1:17:21 PM

Operator ‘Admin’ Logged In 2/20/2020 1:09:42 PM  2/20/2020 1:09:42 PM

Operator 'Admin’ Logged Out 2/20/20201:05:58 PM  2/20/2020 1:05:58 PM

Operator ‘Admin’ Logged In 2/20/20201:05:25PM  2/20/2020 1:05:25 PM

Operator ‘Admin’ Logged Out 2/20/20201:03:48 PM  2/20/2020 1:03:48 PM

Operator ‘Admin’ Logged In 2/20/20201:03:23 PM  2/20/2020 1:03:23 PM

Operator ‘Admin’ Logged Out 2/19/20208:51:16 PM  2/19/2020 8:51:16 PM

Camera Motion Detected On Camera ‘fake camera#1’(CM3) On DVR/NVR 'VxPro 3.7' 2/19/20208:50:39 PM  2/19/2020 8:50:39 PM 2/20/2020 1:18:5...

Camera Motion Detected On Camera fake camera#1(CM3) On DVR/NVR 'VxPro 3.7' 2/19/2020 8:50:39 PM  2/19/2020 8:50:39 PM 2/20/20201:18:5...

Camera Motion Detected On Camera fake camera#1(CM3) On DVR/NVR 'VxPro 3.7' 2/19/20208:50:39 PM  2/19/2020 8:50:39 PM 2/20/20201:18:5...

Camera Motion Detected On Camera fake camera#1(CM3) On DVR/NVR 'VxPro 3.7' 2/19/2020 8:50:39 PM  2/19/2020 8:50:39 FM 2/20/20201:18:5...

Camera Motion Ceased On Camera 'fake camera#1'(CM3) On DVR/NVR 'VxPro 3.7° 2/19/20208:50:36 PM  2/19/2020 8:50:36 PM 2/20/2020 1:18:5...

Camera Motion Ceased On Camera ‘fake camera#1'(CM3) On DVR/NVR 'VxPro 3.7° 2/19/2020 8:50:36 PM  2/19/2020 8:50:36 PM 2/20/2020 1118:5..

.

« B

Table 1: Security Expert Event types and VideoXpert situations

Security Expert Event Types VideoXpert Situations

Online Event system/data_source_online
system/device_online

Offline Event system/data_source_offline
system/device_offline

Motion Detected Event analytic/motion

Motion Ceased Event analytic/no_motion

Camera Input Activated system/alarm_active

C6665M-A | 03/20
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Security Expert Event Types

VideoXpert Situations

Temperature Event

hardware/temperature

Storage Event

hardware/volume_full

Diagnostic Event

system/stream_loss
system/stream_restored

Physical Offline Event

hardware/input_loss

Physical Online Event

hardware/input_restored

Property Changed Event

admin/device_modified
admin/device_decommissioned
admin/device_commissioned
admin/device_assigned

admin/device_unassigned

Video Analytics Event

All analytic events except motion and no motion

3| Note: If you make any changes to the DVR List, restart Pelco Video Service Integration first

and then restart Security Expert DVR Service B on the server.

Using VxMaps with Security Expert

Beginning with version 3.0.0.9 of the Security Expert Integration, you can add access points to maps.

Setting-up Maps Using VxToolbox

In VxToolbox, click the Maps tab.
Open a map to edit.

>N -

C6665M-A | 03/20
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Integrations VX-E 3.1 - Reports ' Users Monitor Walls " System

Maps

Security Expert Demo

Other Devices

] :” T

Seeing Access Control using VxMaps Plugin in OpsCenter

In VX OpsCenter, drag VxMaps from the plugins section to a cell. Access control points are visible if the
map contains any.

Security Exp.

John's Office

Plugins

® ESs
10.221.77.175

U-SECURITYEXPERT

SERIAL
Unknown

ERSION

)

For more information, see the VideoXpert Operations Manuals.

Using the Access Control System Viewer

The Access Control System Viewer is a VxOpsCenter plugin available on partnerfirst.pelco.com. It is
specifically designed to work with access control systems, including Security Expert. You need at least
version 3.0.0.9 of the Security Expert integration for support of the Access Control System Viewer.

C6665M-A | 03/20 19
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1. Toset up the Access Control System Viewer, click the icon that looks like a gear.
2. Enera Server Name that is any text string that helps you identify this server.

Access Control em Viewer

10.221.77.175
Logon

20772 Logged

] nmm

admin: Admin Portal
72019 02:09:17 PM

Device Type: Vx User Name:
Camera admin

[ i

o

3. Enterthe IP Address of the machine on which you installed the Security Expert integration. The port
must be 20772.

Using the Rules Engine with Security Expert

Using the rules engine in VideoXpert, you can add more activities to a Security Expert, such as moving a
PTZ to a preset, bookmarking a recording, or activating a relay. See the VideoXpert Toolbox Operations
Manual for more information about adding a rule into VideoXpert using VxToolbox.

To use the rules engine with a specific door, use the event properties “device_id” for an external event or
“Access Point Id” for system events. Below are the details of a System/Access Door Locked event. In this
case, the Access Point Id is “6”. Retrieve the event properties in the Event Viewer in VxOpsCenter by
clicking Copy all to clipboard on an event.

Access Door Locke«

Logged Type: Access Door Locked
)

Status: Logged

s Time: 3/6/2019 10:40:58 AM
Name

Severity: 6

Device Type: Camera

user Name: admin

Access Point 1d: 6

Access Point Name: John's Office
Extra Data:

Associated User:
User Id: 16777215
Alarm Id: 122882
Data Source Id 1: Null

Data Source Id 2: Null

Description: Output Building A Controller RD1 Lock 1 (16) Off By John's Office (6) Function Lock
SX Event Type: 1543

SX Event Number: 122882
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The door number will match what was previously configured (click Programming, and then click Doors) in
Security Expert in the DataBase ID column, as shown below.

= & Global Sites Users Events Reports Monitoring Programming Groups

DOOI’S Programming Mode: [ ocal Controller: <All>
General Outputs Inputs Options Advanced Options Alarm Options
Name Controller Database ID Created Date Li Gq
MainController_DR 1 <Unassigned> 0 2/14/2020 2:46:59 PM 3, N3
MainController_DR 2 <Unassigned> 1 2/14/2020 2:46:59 PM 2, N
q

MainController_ DR 3 <Unassigned> 2 2/14/2020 2:46:59 PM 2

g
MainController_DR 4 MainController 3 2/14/2020 2:46:59 PM 3,

Rel

The following screen capture demonstrates how to move two different cameras to specific presets based
on which door was unlocked.

Integrations VX-E 3.0 ~

Test with multiple de

+ Test with multiple doors - works

odified3 type

Edit the Responses triggered by Rule
Test with multiple doors - works

Responses Response Category
Custom Script

if (eventProperties|"device_id"] == "1")

3p0a93ead104:videc”
"PRESET3")

zmy

0ad3eadl0d:video™

Text of the rule is presented below for clarity:

if (eventProperties["Access Point Id"] == "6")

{
dataSourceId = "uuid:3c672298-0b6b-90bd-1e4b-3b0a9%3ea9104:video"
actions.triggerPreset (dataSourcelId, "PRESETO9")

if (eventProperties["Access Point Id"] == "7")

{
dataSourceId = "uuid:3c672298-0b6b-90bd-1ed4b-3b0a93ea9104:video"

actions.triggerPreset (dataSourceld, "PRESET3")
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The “dataSourceld” can be found in VxToolbox, or in VxOpsCenter.

IP Camera - D6230 - HO80335-1/6

II!!!|||III||III :

‘ Online | On Screen | Recording

© PTZLocked

¥ Watched by: 1 User

‘ Users Viewing This Source ‘
| admin |

¥ Tags
No assigned tags

v Details

HAME / NUMBER
IP Camera - D6230 - HOB0335-1/6
CAMERA STORAGE

B Available

D
221.77.228

uuid:3c672288-008b-80bd-1e4b-2b0e32ea104 video

RECORDING TO
a.ciorage Server - Onligs

MODEL

D6230

SERIAL

HO80335

SOFTVIARE/FIRMWARE VERSION
212.08.9340-A00

Troubleshooting

If any crash is occurring in the PelcoVideoComponent.exe , restart Pelco Video Service Integration first

» Bookmarks

and then restart Security Expert DVR Service B.

Logging

Log files are located at: C:\ProgramData\Pelco\SecurityExpertIntegration\Logs. WWhen diagnosing an issue,
change the logging level to ‘trace’. To do so, modify the following config file:

C:\Program Files (x86)\Pelco\Security Expert Integration\PelcoVideoComponent.exe.config

There are two log settings located in the Pelco. SecurityExpert. VideoComponent. Properties. Settings

section of the config file:

o LogLevel: Sets the logging level for the Security Expert Integration Service.

o VxLogLevel: Sets the logging level for the VideoXpert SDK used by the Security Expert Integration

Service.
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The log levels for both settings, in descending order, are as follows and are case sensitive.

Level Description

none |Disable all logging.

fatal |Designates very severe error events that will presumably lead the application to abort.
error [Designates error events that might still allow the application to continue running.

warn |Designates potentially harmful situations.

Info Designates informational messages that highlight the progress of the application.

debug | Designates fine-grained informational events that are most useful to debug an application.
trace |Designates finer-grained informational events than the debug.

E,=-|I|I Note: The changes will not take effect until Pelco Video Service Integration is restarted.

Changing Default Streaming Settings
To change the default settings used for streaming, modify the following config file:
C:\Program Files (x86)\Pelco\Security Expert Integration\PelcoVideoComponent.exe.config

The following settings can be configured in the Pelco. SecurityExpert. VideoComponent. Properties. Settings
section of the config file:

« DefaultProtocol: This allows adjusting the default streaming protocol for the integration. This can

be set to either RTSP or MJPEG. The default is RTSP.

« DefaultTransmission: This allows adjusting the default transmission mode for the integration. This

can be set to either unicast or multicast. The default is unicast.

E,=-|I|I Note: The changes will not take effect until the Pelco Video Service Integration service is restarted.
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Testing External Events

1. Open Door Programming and modify the Door.

= & Global Sites Users Evenis Reports  Monitoring  Programming  Groups  Expanders  Automation  About

Doors ProgammingMode: locsl - Comrollr <Alb v .. St Pdo - [J

General Outputs Inputs Options Advanced Options Alarm Options Function Codes History Usage Events.

Unlock Schedule Never h -

Name Controller Database ID or =

Door Pre-Alarm Delay Time 30 g9

MainController_DR 1 <Unassigned> 0 2/
Door Left Open Alarm Time 45
MainController DR 2 <Unassigned> 1 2/
Support Manual Commands

MainController_DR 3 <Unassigned> 2 2/
Interlock Door Group <not set> '=

MainController_DR 4 MainController 3 2/

Commands

Graphics

Camera (Entry) <not set> - =

Camera (Exit) <not set> M-

Intercom (Entry) <not set> M-

Intercom (Exit) <not set> M|

Floor Plan <not set> =

Auto Camera Popup

O Auto Camera Popup on Any Door Event
[ Auto Camera Popup on Door Forced Event

Camera <not set> = =

Elevator HLI

O poor Used For Elevator HLI

2. InVxOpsCenter, open the Status Page View and verify the door modified event.

Onttled 1X

Event Viewer

Plugins

Select A User

3. Inthe VxOpsCenter Event Viewer or the Access Control System Viewer, view the events from
Security Expert.

25 Note: If you make any changes to the DVR List, restart Pelco Video Service Integration first,
and then restart Security Expert DVR Service B on the server.
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Pelco Troubleshooting Contact Information

For further assistance, contact Pelco Product Support at 1-800-289-9100 (USA and Canada) or +1-559-

292-1981 (international).

Abbreviations

Abbreviation Definition

PTZ Pan Tilt Zoom

VMS Video Management System

VX VideoXpert

VxSDK VideoXpert Software Development Kit

Version Information

Integration Component Version

Component Name

Version

Description

1. |Security Expert Video Integration

3.0.0-12

Security Expert Version

Component Name

Version

Description

1. |Security Expert

4.3.270.8
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