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1. Introduction
This document is th&Jser Guiddor VideoXpert Integration with Siemens SiPass. The objective

of this document is to provide information about the released versionthef integration
component, its features, installation details and known issues.

2. Abbreviations

# | Abbreviation Definition

1| VMS Video Management System

2 | VX VideoXpert

3 | VxSDK VideoXpert Software Development Kit
4 | ACS Access control System

Tablel: Abbreviations

3. Version Information
3.1. Integration Component Version

# | Component Name Version | Description
1 | VideoXpertSiPass_Setup.msi | 1.06 Siemens SiPass Access Control Integration d
Installer

Table2: Integration Component Version

3.2. VideoXpert Version

# | Component Name Version Remarks
1 | VideoXpert Core 3.9.0191 | Nil
2 | VideoXpert Professional 3.9.0191 | Nil
3 | VideoXpert Media Gateway 3.9.0191 | Nil
4 | VideoXpert Storage 3.9.0191 | Nil
5 | VXxSDK 3.9.0191 | Nil
6 | Access Contrd@ystem Viewer 3.71.0 Nil

Table3: VideoXpert Version
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3.3. Siemens SiPass Version
# | Component Name Version Remarks

1 | Siemens SiPass 2.76 SP2 Nil

Table4: Siemens SiPass Version

4. System Overview

The proposed solution is an integration driver for Siemens SiPass security management system.
This integration helps Siemens SiPass to connect with VideoXpert. The integrated system allows
end usesto use VideoXpert to access information from SiemenssSiRadeoXpert users may

use Admin Portal or OpsCenter Client to view or acknowledge access control events from Siemens

SiPass.
=

SiPass Server

Pelco - SiPass Integration Driver VideoXpert Core

Y

User accessing SiPass User accessing VideoXpert

Figurel: System Overview
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The integration driver shall be using VxSDKall its interfacing needs with VideoXpert. The
integration driver also supports Pelco Access Control System Viewer to allow user information
retrieval and control functionality of Siemens SiPass devices in VideoXpert. This includes viewing
Siemens S@3s access control points and user lists in VideoXpert and sending control commands
to the access control points.

5. Installation Manual

Referto VideoXpert Integratioq Siemens SiPafisstallation Manual].docx

6. System Operations

Beforei n s t aMideoXpedSiPdss_Setug.x.xxmsi make sure all t he
installed. Prerequisites are documented\fideoXpert Integratiorsiemens SiPa§imstallation
Manual].docx

6.1. System Start up

During the installationthe configuration setup will be performed and can be run from the
desktop shortcutfter installation.

6.1.1. Configuration setup

ThePelco SiPasService Configuration Application can be fowmdthe desktop as a shortcut.
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¥ SiPass Driver Service Configuration Application — ] X
Logs

Pelco VideoXpert Connection Info

Tex Coecten

W Use SSL

SiPass Connection Info:
SiPass Systems Selected ACS

Fipe/Twemens soass Servr s

HR Port: 8745 Management Port 8744

Driver Service IPC Settings
G m Usesst
Driver Service Control General Driver Options
Service Status
Manage Linked Cameras

Version: 1.0.0.1550

SiPass Server Configuration Application

Figure2: DriverConfiguration Application

6.1.1.1. Pelco VideoXpert Connection
Enter the following fields in thBelco VideoXpert Connection Info section:
T Server: Enter the hostname or IP address of the VideoXpert server
T Port: Enter the port VideoXpeN X System is configured with.
1 User: Enter the username for a VideoXpert user with access to the system.
1 Password: Enter the password for a VideoXpert user with access to the system

1 To test the connection information is correct click on #est Connection button. If all
the fields are correct 8uccessful connection message will appear:
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Successful connection!

OK

Figure3: VideoXpert connection test success

T If connection failscheck the configuration tool logs from the application Logs menu and
check all fields are entered correctly.

¢ Click orsave Settings.
6.1.1.2. Siemens SiPass Connection
Enter the following fields in th&iemens SiPass Connection Info section:
1 Server: Enter the hostname or IP address of the Siemens SiPass server
T HR Port: Enter the port Siemens SiPass HR API is configured with.
1 Management Port: Enter the port Siemens SiPass Management API is configured with.
1 User: Enter the username for a Sieme®#ass user with access to the system.
T Password: Enter the password for a Siemens SiPass user with access to the system

1 To test the connection information is correct click on #est Connection button. If all
the fields are correct Successful connection message will appear:

X

Successful connection!

OK

Figure 4Siemens SiPassnnection test success

T If connection failscheck the configuration tool logs from the applicatimgs menu and
check all fields are entered correctly.
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1 Click onAdd to add the new configuration to the list &Passystems.
T To edit a field:

o Select the system isiPass Systems list

o Edit the fields

o Click onUpdate to update the entry to the list. (Note you must click on update
before clicking Save Settings)

1 Click orsave Settings.

6.1.1.3. Driver Service IPC Settings

Enter the following fields in thBriver Service IPC Settings section:

1 IP: Enter the IP address of the PC where this driver is installed. (If multiple network
interfaces are configured,use the one which will be used to connect to from the
VideoXpert Access Control Viewer.

T Port: Enter the port the IPC server will be listening on

Note: The IP and port settings above will be used in the VideoXpert clients when
connecting to this driver interface using the Access Control System ViewdP.Askeiress
andPort fields below:

Access Control System Viewer

Filter Access Control

test
|P Address: 10.0.8.11
Port: 1100

Auto Select Events

Save Cancel

Figure 5: Access Control System VieweBSHHIhgs

T Certificate: If SSL communication is required between IPC client/server enter the path to
the SSL cert personnel exchange format file (.pfx file).
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6.1.1.4. Manage Situations

1 Click on theManage Situationsadm button under General Driver Options to configure
the Siemens SiPasguations list that will be imported into Pelco.

T The manage situations window will open as follows:

@ Situations Management — O X

Pelco Situations

ECTH Y

Name Device Name Severity ACK Needed Enabled
ACC Unit Alarm SiPass External Device |High
Audible Door Sounder SiPass External Device High
Breakglass Alarms SiPass External Device |High
Door Alarms (Non Priority) SiPass External Device High
Door Alarms (Priority) SiPass External Device |High
Door Interlocking Alarms SiPass External Device High
Door Locks SiPass External Device |High
Duress Alarms (Priority) SiPass External Device High
EDS Alarms SiPass External Device |High
Fire Door Alarms (Non Priority) | SiPass External Device |High
Fire Door Alarms (Priority) SiPass External Device |High
Fire Door Locks SiPass External Device |High
R sir=ss Exiemal Device | High
Gate Locks SiPass External Device |High
Intrusion Area Alarms SiPass External Device |High
Motion Detection Alarms SiPass External Device |High
Passback SiPass External Device |High
PIR Alarms SiPass External Device High
Reader Status Alarms SiPass External Device |High

Roller Door Alarms SiPass External Device High

HE & REEEEEEEEREEE AR R

Roller Door Locks SiPass External Device |High

| [ QA E R A A E AR A E AR AR E R E

Figure 6: Situations management

1 The configurable fields are:

o Name-This must be edited before starting service for the first time as Situations
are imported into VideoXpert they can only be edited via VxToolbox

o Severity— This must be edited before starting service for the first time as
Situations are imported int&ideoXpert they can only be edited via VxToolbox

o ACK Needed
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o Enabled- disabling will filter the event type at the driver and events will not be
injected into VideoXpert.

T When complete clickave.

6.1.1.5 Manage Linked Cameras

This allows cameras to be associated with events in VideoXpert based &@iRasserminal
(access control point) where tHf&iPasgvent occurred.

T Click on theManage Linked Cameras button underGeneral Driver Options to configure
cameras foiSiPassccess control points.

1 ThePelco Camera / SiPass Access Control Point Management window opens

¥ Pelco Camera <--> SiPass Access Control Point Management — O X
Access Control Point/Camera Mapping

SiPass Access Control Points: Linked Pelco Cameras:

Import Access
Control Points

Figure 7: Pelco camerésiPas#é\ccess Control Point association

T Select theSiPassystem (Note: if this list is empty exit this window and clickSeve
Settings first)

T Click onlmport Access Control Points. This will attempt to connect to th8iPassystem
configured in the previous sections and import the lisSd?asaccess contrgboints into
the list.
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1 Select a Access Control Poifitom the list

% Pelco Camera <--> SiPass Access Control Point Management — O x

Access Control Point/Camera Mapping

~

; Control Points: Linked Pelco Cameras:

https://siemens-s ~ [  Add |

Import Access Phone camera - Video
Control Poirts

DRle 1.1 Reader 1

Figure 8SiPas#ccess Control Point selection

1 To associate a camera (or cameras) with the access control poinAdtck

T A connection is made to VideoXpert and imports a list of video sources.
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# Pelco Camera Selector - Retrieving Camera List from Pelco... had — O X

Select Cameras

Camera Name Camera Id

IP Camera - AXIS M1054-00408CDFEACT - video Bd4e9a74-57f..

Figure 9: Pelco camera selection

1 Select one or more of the video sources and cliclo&n
1 The cameras will be associated with the sele@@dasaccess control point.

1 To disassociate a video source from an access control pelett the video source and
clickRemove.

T When mapping configuration is complete cldve to save and exit.
T Click orsave Settings to commit the changes.

6.1.1.6. Driver Service Control

The VideoXpert+ SiPass Driver can be started/stopped from witthie Driver Service Control
section.

Important Note: If any settings are changed the driver service must be restarted for the driver
service to load the new settings.

6.1.2. Access Control System Plugin Setup

Each VideoXpert client that has the Access Control System plugin installed must be configured to
add a connection to th&iemens SiPasdsiver service.

To configure the connection in VxOpsCenter:
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1. Open the Access Control System Viewer plugin

¥ Plugins

Content

e

Figure 10: Access Control System Viewer plugin launch

2.Under Access Control tab click on the setting icog

Access Control System Viewer
Filter A ~ontrol

Figure 11: Acceg3ontrol System Viewer settings

3. Click on the plus icon to add a new Access Control System to the list.

Figure 12: Add newciess Control System connection

VideoXpert Integratior Siemens SiPass 13
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4. Enter the connection information to thBiemens SiPadsiver (Note: IP and Port should match
the settings configured under previous driver configuration stepee section6.1.1.3 Driver
Service IPC Settings

Access Control System Viewer

Filter Access Control
Access Control
Server Name:  test
IP Address: 10.0.8.11
Port: 1100

Auto Select Events

Save Cancel

Figurel3: Driver connection settings

5. Click orsave and thenClose.

When the Access Control System is opened it should now connect ®i¢heensSiPasslriver
service.

6.2. System Operations Procedure

After the complete installation and System Startup procedus&asalarms will be injected into
VideoXpert and available to view in the VideoXpert Event Viewer. The integration also supports
the VideoXpert Access Control System Viewer plugin.

1. SiPass Alarms in VideoXpert

Alarms injected to VideoXpert from tt&iemens SiPaslsiver will can be viewed from both the
VideoXpert Event Viewer and the Access Control System Viewer.
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v Descending -

A Siemens/Reader Status Alarms Sil X Control Service

29/09/2020 13:54:36 NREARN

User Name: Type:

admin Reader Status Alarms
Description: Alarm ld:

Reader Tamper Hitps:#/siemens-sipass:8745...
Location:

DRIle 1.1 Reader 1

Jser

All Users

Figure 4Siemens SiPaatarm in Event Viewer

Twoway alarm acknowledgement is suppatl in VideoXpert. Alarms acknowledged in
VideoXpert will be acknowledged on tB&Passystem.

Siemens/Reader Status Alarms SiPass Access Control Service _
4 29/09/2020 13:54:36 I =i

User Name: Type:

admin Reader Status Alarms
Description: Alarm Id:

Reader Tamper Hitps:/isiemens-sipass:8745. .
Location:

DRIe 1.1 Reader 1

Figurel5: Acknowledge Alarm in VideoXpert

Alarmsacknowledged on th&iPassystem willalsobe acknowledged in VideoXpert.

When a camera is linked to SiPas#\ccess Control Point (see secti®ri.1.5 Manage Linked
Camera} the incoming event in VideoXpert will have the associated data source available for
inspection at the time of the event.

A Siemens/Reader Status Alarms « | SiPass Access Control Service
| 29/09/2020 14:01:38

User Name: Type:

admin Reader Status Alarms
Description: Data Source Name:
Reader Tamper Phone camera - Video

Alarm Id: Data Source ID:
Hitps://siemens-sipass.8745. .. 6fcb3cb5-424e-3ace-af97-4. ..
Location:

DRle 1.1 Reader1

Figurel6: Event withinked camera and associated data source
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2. Access Control System Viewer
This integration supports the Access Control System Viewer plugin in VideoXpert.

Once the plugin is installed on the client and connection is made the following features are
supported

6.2.2.1. Access Control Points

State Lock/Unlock

Add Access Points to Filter

Figurel7: Access Points list

Expand theAccess Points to show the list of Access Control Points on 8iBassystem.
The state of each access point is shown inStage column.
The door can be locked/unlocked using the command buttdroéak/Unlock column.

Click on theAdd Access Points to Filter option to filter the list of events associated with that
access point.

6.2.2.2. Access control users

Figure 18: User image preview
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Expand theAccess Control Users to show the list of users on thgiPassystem.

Select the user from the dregown list to show the user image if configured on t8&ass
system.

Click on theAdd Access Control Users to Filter option to filter the list of events by that user.

6.2.2.3. Filter by Access control system.

Access Control System Viewer

Filter Access Control

Add Manufacturer to Event Filter

Figure 19: Access control filtering

If multiple access control systems are added select the access control system in thaodnop
list and click omdd Manufacturer to Event Filter to filter the list of events by that Access control
system.

6.2.2.4. Filter by Siemens SiPass event/situation type

All Evenis

Figure20: Event/situation type filtering

Switch to the Access Control System Viekikeer tab to see all other filter options. These options
include filtering by situation.
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In the Events filter selectExternal.
In the list below select the situation to filter by.

6.2.2.5. View user image associated with event

Siemens/Reader Status Alarms
ACKIN wiedged (10:12 AM) by admin
[

Figure 21Event with ser image icon

If a user is associated with an event the user icon appears with the event. Hovegirtatnicon
will open the usermage for preview.

3. User Action Report

SiPass user activity may be generated in a VideoXpert User Action Report. To generate a report,
carry out the following steps:

Login to the VxToolbox application

Navigate toReports tab

SelectDefault User Action Report from the Report Templates

ConfigureTime Range of the report to be generated

ClickGenerate Report button

To export the report, click Export to .csv button at the bottom of the screen

= =4 4 -4 A8 -
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4. Maps

SiPasslevices are supported on maps in VideoXpBedvices may be locked or unlocked from
the Vx map.

6.4.1 Configure SiPass devices on a map

To add SiPaskeviceso a VideoXpert map carry out the following steps:

1 Login to thevxToolbox application.

1 Navigate to theviaps tab.

1 Add a map image or open an existing maedi.

1 SiPass devices will appear in tiher tab in Edit Map mode:
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1 Drag the device onto the required location on the map. Repeat for all required SiPass
devices.

1 Click theSave button.

1 Open the map in Vx OpsCent&he device(s) will appear on the map showing the
current state:

Map:  test map

il

o F‘W‘"WH
L] oo

6.4.2 Lock/unlock SiPass devices on a map

To lock/unlock a SiPass device from a map:

1 Open the map in VxOpsCenter.
1 Click on the SiPasggvice. A command window appears for the device:
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DRIe 1.1 Door Reader 1

o &

¥ Details

HAME

DRle 1.1 Door Reader 1
IF ADDRESS

127.0.01

D

https:i/siemens-sipass: 874581
STATU 5

Locked

MODEL

SiPass

SERIAL

Unknown
SOFTWARE/FIRMWARE VERSION
1.0.5.1656

9 Click the lock icon to lock the reader, and unlock to unlock the reader. The command is
carried out on the SiPasgrver and the icon changes accordingly on the map.

7. Issues and Limitations

T Only 1 linked camera is supported in VideoXpert per Siemens @ift&ss control point.
The configuration allows multiple cameras to be associated but only the first is available
in VideoXpert to view video.

T If SiPass isnly licensed for one connection from VideoXpehe service will have to be
stopped before anynodification to the Linked Cameras or Situations is done in the Server
Configuration application.

1 In VideoXpert usephotos will be refreshed every 5 minutes.

8. Troubleshooting Steps

Access Control Viewer Plugin not connecting to driver

1. IP and Port must match in tfi&emens SiPaSonfiguration settings to the Access Control
System Viewer plugin settings

1 Check the IP and Port settings in thever IPC Settings section of theSiemens SiPass
Driver Service Configuration application.

T Checkhe IP and Port in thAccess Control settings in theAccess Control System Viewer
plugin settings.

2. The frewall on theSiemens SiPadsiver PC must be configured to allow incoming access
on the Port configured in the previous step.
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o Go to windows (or '8 party firewall) settings to add an exception for incoming TCP
traffic on this port.

3. Check that the/ideoXpert Siemens SiPass Integration Driver service is running.

o Check the status of the service in either teiver Service Control section of the
Siemens SiPass Driver Service Configuration application or under windows
services.

4. Inspect theSiemens SiPassiver service log files or errors.

o The driver service log files are located at:
C\Program File$x86) Pelc&iPassServickLog$PelcoDriverService.log

o On normal service start the log file should contain the following entries:
“©59. ' DBY {GFNIG !/ { Lt/ {SNIWSNI 2y wmdH
“OLbCh6yY 1/ { {SNWBSN)XY {GFNISRHE
Note: driver service log level can be changed in ilee f
C\Progrant-iledPelcoSiPasServick PelcoSiPassDriverServeoe.config

Access Control Viewer Plugin not showing Access Points / Users

1. Firewall on theSiemens SiPasystem must be configured to allow incoming access on
the Port configured in th@revious step.

o Go to windows (or 8 party firewall) settings to add an exception for incoming TCP
traffic on this port.

2. Inspect theSiemens SiPassiver service log files or errors.
o The driver service log files are located at:
C\Program File$x86) Pelc&iPassServickLog$PelcoDriverService.log

o Requests from the Access Control Viewer and requests to the Hirsch system for
information can be seen as following sample:
“©59. ! DBY ¢NJ}OSY {SYRAy3 NBalLkyasS G2
“[DEBUG]: Trace: Received ACSGetAcdesto] A ali / 2YYl yRéE
“©59. ' DB8Y {SYRAY3 O2YYlIYR 0ddde¢
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“w5 9.
“w5 9.

DY wSalLkRyasS wdopé
DBY ¢NJ}OSY {SyRAy3I NBalLkRkyasS (2

Siemens SiPass Alarms/Events are not listing in VideoXpert.

1. Siemens SiPasystem must be configured to send events to the VideoXf&mens
SiPas#ntegration Driver.

o See the Remote Server settingsthe Configuration in Siemens SiPass system
section of the Prerequisites chapter in the Installation manual.

2. The frewall on theSiemens SiPadsiver PC must be configured to allow incoming access
on the Port configured for Alarm Port.

o Go to windows (or '8 party firewall) settings to add an exception for incoming TCP
traffic on this port.

3. Check that the&VideoXpert Siemens SiPass Integration Driver service is running.

o Check the status of the service in either tver Service Control section of the
Siemens SiPass Driver Service Configuration application or under windows
services.

4. Inspect theSiemens SiPasisiver service log files or errors.
o The driver service log files are located at:
C\Program File$x86) PelcoSiPasServickLog$PelcoDriverService.log

o On successful event connection of tlgemens SiPasystem to this port the
following will appear in the log file for incoming events:

“[DEBUG]: SerialConnectionManager.ReadDataThread: localhost:41016 IN: [3
X’l
“©59. ' DBY WSOASOSR 9@SyliyY 5SAONRLIIAZ2YY

Duplicate Alarms/Events found in VideoXpert.

1. This scenario shall be foundMfdeoXpert Siemens SiPass Integration Driver service is
running in multiple machines accessing safiemens SiPasserver or VideoXpert
systems.
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9. References

# | Documents/Inputs Description

Technical and requirement analysis discussions between all

1 | Discussions .
internal and externastakeholders.

2 | VideoXpert SDK Documentation of VideoXpert SDK
3 VideoXpert integration Learnings from the development and testing of VideoXpert
experience integration modules.
10. Support

If the instructions provided fail to solve your problem, contact Pelco Product Suppo@@@-1
2899100 (USA and Canada) 0r589-292-1981 (international) for assistance.
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