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elcome to Part 3 of the 
2010 run of SECURI-
TY SALES & INTE-
GRATION’s acclaimed 

“D.U.M.I.E.S.” series: “Advanced Vid-
eo for D.U.M.I.E.S.” Brought to you 
by Pelco, this four-part course has 
been designed to educate readers 
about recent advances in technology 
and systems that are likely to shape 
this decade’s progression of the video 
surveillance industry. “D.U.M.I.E.S.” 
stands for dealers, users, managers, in-
stallers, engineers and salespeople. 

Part 1 of this year’s series (see “Re-
defining High Definition” in the March 
issue) covered alternate methods of 
achieving high quality HD video sur-
veillance, including HDcctv and its abil-
ity to do so without the need for IP and/
or megapixel networked cameras. The 
article looked at the technology, the or-
ganization championing it, how it com-
pares to megapixel, its pros and cons, 
and its potential in the marketplace. 

Placing more intelligence within so-called 

edge devices is allowing video surveillance 

systems to place fewer demands on network 

resources. Better understand 

and deploy solutions based 

on this new approach to 

recording, storage and 

analytics.   
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By David Junio

Part 2 then explored the brains that 
tie together and facilitate control of 
today’s sophisticated networked vid-
eo surveillance systems — video man-
agement systems/software (VMS). The 
piece discussed how VMS platforms 
relate to scalability, hybrid solutions, 
analytics, remote capabilities, integra-
tion, troubleshooting, return on invest-
ment (ROI) and total cost of ownership 
(TCO) metrics.

Now with the third installment, we 
explore the advent of so-called “edge” 
devices, in which more processing 
power, storage and other capabilities 
are located within surveillance cam-
eras themselves. We’ll investigate the 
pros and cons of this type of topology, 
and how it affects system design, selec-
tion and deployment.

Analytics Lessen Operator Burden 
First we need to define intelligent vid-

eo because it is at the root of pushing 
higher levels of technology to the edge. 
The fact is it isn’t so much intelligence 
in the pure sense of the word because 
it is really only software. Analytics is 
the more accurate term because that is 
what the software actually does: it an-
alyzes the video. 

Video analytics is the practice of us-
ing computers to automatically identi-
fy things of interest without an operator 
having to view the video. The software 
extracts objects and events from sur-
veillance video in real-time and alerts 
the operator about certain occurrenc-
es according to a predefined set of rules 
or patterns. The system does this by es-
tablishing a background or fixed pat-
tern and then goes about identifying 
any changes. Using sophisticated algo-
rithms, video analytics can perform a 
number of different tasks by monitor-
ing a digitized security video feed. The 
software examines the image present-
ed by the video feed, down to the lit-
tlest pixel. The analytics can then detect 
even minor changes in the image.

From a basic vantage point, there 
are primarily two types of installed 

video surveillance systems: manned 
and unmanned. 

The unmanned system simply relies 
on after-the-fact functionality. This 
means that after an incident, whether 
it is a robbery, vandalism, mugging or 
whatever, the operator will review the 
video in order to try to solve the issue. 
This type of system operation does 
not provide the ability to respond in 
real-time.

One of the most compelling con-
cepts to a customer is the notion that 
the technology they invest in might ac-
tually be able to catch a criminal and 
potentially stop a crime from occur-
ring. However, in an unmanned de-
ployment, the system only records 
the event for later review. We know it 
is very satisfying to a security provid-
er when the thief actually gets appre-
hended. But the only chance a provid-
er has to help catch a perpetrator is to 
install proactive rather than reactive 
solutions. 

So how do you make a solution pro-
active? Somebody or something needs 
to watch the video and alert an opera-
tor or security guard in real-time as the 
crime is underway. 

In a manned system scenario, the 
operator is relied upon to provide the 
real-time response. This means one 

operator could be watching as many 
as 16 to 32 cameras, and critical inci-
dents will invariably be missed. Stud-
ies have shown that humans can ef-
fectively watch nine to 12 cameras for 
only 15 minutes. 

The fiscal outlay associated with con-
tinuous monitoring requires a major 
investment in resources, and the result 
is neither scalable nor profitable given 
current labor costs. On the other hand, 
a computer never blinks, sleeps, takes 
a break or becomes distracted. It is al-
ways active and has the speed to notify 
someone in time to react accordingly. 

But computers are not perfect and 
still need to be verified by humans to 
make a definitive assessment. Still, 
many would agree that using a com-
puter for continuous video surveillance 
monitoring is the best method, and vid-
eo analytics software is what enables 
the computer to perform this task.

Case for Intelligence at the Edge
Now that we have decided to go with 

analytics, where should the applica-
tion reside? There are some compel-
ling arguments for having the analytics 
centralized in the DVR or NVR. 

For example, if we look at the al-
ternative of placing the analytics on 
the edge with smart cameras capable 
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Studies have shown humans can effectively watch nine to 12 cameras for only 15 minutes. 
Thus relying on a computer for continuous video surveillance monitoring may be the best 
method, and video analytics is the software enabling that computer to perform this task.
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of storing and analyzing vid-
eo, you will generally have to 
throw away existing camer-
as or purchase encoders with 
built-in analytics. The ma-
jority of cameras deployed in 
the field today are analog and 
none of them support ana-
lytics. Furthermore, most IP 
cameras do not have the ca-
pability to be upgraded with 
analytics. As such, even if you 
deployed new IP cameras six 
months ago, those too would 
have to be replaced. 

Another advantage of con-
solidating video analytics at 
the DVR/NVR is that it can be done 
more inexpensively. Smart cameras 
are usually a few hundred dollars more 
than traditional IP cameras. Smart 
DVRs/NVRs systems that consolidate 
both analytics and video recording are 
usually about $1,000 more than a ba-
sic DVR. Replacing existing cameras 
with smart cameras can easily add up 
to an expenditure of $5,000 to $15,000 
or more. 

A final argument in favor of central-
ized analytics would be maintenance 
and upgrade costs. Because everything 
is central to one point, when the soft-
ware needs upgrading it can be done 
once, thereby saving time and money.

Despite those issues, there are nu-
merous reasons to move the analytics 
to the edge — plus, it’s the main focus 
of this article! The most scalable, cost-
effective (once TCO and ROI is fleshed 
out) and flexible architecture is based 
on processing as much of the video as 
possible inside the smart network cam-
eras or video encoders. This architec-
ture would be a good match for any 
size surveillance system running from 
one to thousands of cameras. 

A major justification for an edge ap-
proach is minimized bandwidth us-
age. Cameras or encoders can be pro-
grammed to only transmit video when 
an alarm is dectected such as motion, 
area entered, line crossed or many 

other incidents defined in the analyt-
ics. This dramatically reduces network 
bandwidth usage. Less video being 
streamed to the system also means less 
storage costs. This would have a ma-
jor impact on those companies that re-
quire 12 months of video archiving. 

Another argument for edge-based 
system design is lower server costs. As 
mentioned earlier, when analytics is 
added to the server it requires either 
more processing power or fewer vid-
eo streams due to the horsepower nec-
essary to get all that work done. When 
cameras do the processing, servers can 
handle more video streams. 

Improved analysis of the video is an-
other upside when deploying analytics 
on the edge. When the network cam-
eras process raw video data before it 
is compressed, the quality of analysis 
is greatly enhanced. The server pro-
cessing power is no longer consumed 
by decompressing or decoding the vid-
eo packets prior to processing, which 
would otherwise dramatically increase 
the number of servers required to pro-
cess transmissions. 

To sum up, by moving the analyt-
ics to the edge we have seen that it can 
reduce bandwidth, storage and server 
size. These reductions are reflected in 
the costs of the system. With less band-
width it is possible to use less expen-
sive network equipment. Also, the serv-

ers would need less power and 
fewer hard drives to do all the 
work and storage. These fac-
tors, in turn, lessen environ-
mental demands since the sys-
tem’s head-end requires less 
space and its cooling needs 
are not as great.

Algorithms Trigger Alerts 
Now that we have decid-

ed to move the analytics to 
the edge, what other consid-
erations are there? When us-
ing analytics it is necessary to 
draw trip lines, enclosed ar-
eas, direction flow and other 

types of trip points or virtual lines for 
the alarms. Because these points are 
key to the analytics, camera placement 
can be a big factor. 

Camera positioning requirements 
can have a significant impact on the 
cost and design of video analytic sys-
tems. This is true whether you are an-
alyzing license plates, people, faces or 
intruders. 

As an example, an individual mon-
itoring a room entryway would want 
the camera to offer a low angle on the 
door from about 10 to 20 feet away. In 
video analytics applications designed 
to identify tailgating situations, where 
an authorized person is granted ac-
cess but is followed through the entry 
or exit by an unauthorized person, the 
camera should be mounted directly 
overhead. However, while this would 
provide the optimum angle for certain 
video analytics, it would be useless to 
the human operator. 

Video analytics rely on patterns or 
specific scenes or layouts. To accom-
plish this, first the software needs to cal-
ibrate the scene. This is done through 
the process of detecting changes and 
extracting those that are relevant. Pix-
els that do not change are called back-
ground pixels. Pixels that have changed 
are referred to as foreground pixels (us-
ing technology called background sub-
traction). Those changes are detected 
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within an established detection zone 
according to the set parameters.

Another step in the analytics pro-
cess is classification, which starts to 
determine things like the size of a giv-
en object and what shape it has. This is 
where some the camera’s perspective 
or field of view can create some chal-
lenges due to varying sizes and orien-
tations of objects. 

The difficulty arises because ob-
jects closer to the camera appear big-
ger than those farther away. In cases 
such as the example of the anti-tailgat-
ing placement, with a camera mount-
ed directly above and looking down at 
the subject, the perspective problem 
is averted.

Real-World Application Examples
So far we have talked about the two 

main approaches to deploying ana-
lytics, centralized vs. edge, but have 
not been too specific about the differ-
ent types that are available. There are 
about 20 vendors providing analyt-
ics solutions to the security industry. 
Many of them have tailored or opti-
mized their analytics to meet the needs 
of targeted market applications. 

There are a few types of analytics 
that have been implemented very effec-
tively and achieved a low incidence of 
false alarms. License plate recognition 
(LPR) is a prime example. What helps 
the technology excel in this application 
is that the subject — license plates — 
tend to have very consistent sizes and 
shapes. Also, with the exceptions of 
large trucks, they are located at a specif-
ic height and are required to be lit up at 
all times. So LPR is one type of installa-
tion with minimal variables and mostly 
impervious to lighting conditions that 
could trigger false readings. 

Similar to the anti-tailgating applica-
tion, people counting can be done fairly 
accurately if the camera is placed direct-
ly overhead pointing down. This elimi-
nates having to take into account angles 
and perspectives that can be difficult to 
set up. There can still be some errors due 

to the size and shape of people varying 
from very thin to very heavy. 

Another feature that has been 
shown to be effective and reduce man-
power is the “wrong way” or airport 
analytic. This is an application where, 
so long as everyone is moving toward 
the camera or “exiting,” things work 
out just fine. As soon as the analytics 
detect someone going the opposite di-
rection or back toward the airport, an 
incident is generated. 

Some analytics have also been suc-
cessfully used for purposes both related 
to and separate and apart from security 
functions, such as discouraging loiter-
ing activity. In this usage, if an individu-
al is hanging around and perhaps look-
ing for an illicit or harmful opportunity, 
the system can alert the operator. 

The retail industry has taken a dif-
ferent approach with loitering — it 

wants people hanging out in its stores. 
Some retailers are using this feature to 
see how long people spend at a specific 
display or with a particular promotion-
al item. Observing and measuring how 
long the average person stays engaged 
in this manner helps the store deter-
mine the effectiveness of its display or 
marketing technique.

One more interesting application 
worth mentioning is detecting camera 
sabotage or tampering. In this situa-
tion, an incident is generated when the 
fixed scene has changed for a specific 
amount of time. Not only will covering 
or painting the lens create an alert but 
so too will turning the camera or any 
other unexpected change. 

We have addressed some practical 
and effective analytics applications 
working in the real world field today. 
However, because there are many dif-
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Centralized Vs. Edge System Architecture Comparison

There are numerous advantages to moving analytics to the edge. For example, having 
the processing work be done on the edge allows for a much more flexible system. An-
other justification is lower overall cost due to reducing the total system hardware.

Architecture	 Pros	C ons

Analytics on Server /	 Reuse existing cameras	H igh bandwidth 
Storage on Server
	 Easy analytics upgrade 	S erver outage multiple cameras lost

	E asy storage increase 	I ncreased server power needed

	 Flexibility reassigning analytics	 Video is compressed

	 More vendor options	I ncreased cooling costs 

	 Access stored/recorded 	 Video supports fewer cameras 

Analytics on Edge /	 Cost included with camera	S erver outage multiple cameras lost
Storage on Server
	 Lower bandwidth	 More difficult upgrades

	H igher accuracy on raw video	I ncreased cooling costs 

	 Less processing power	N ot scalable or flexible 

	 More flexible architecture 	

Analytics on Edge /	 Lower bandwidth	U pgrade costs higher
Storage on Edge
	 Higher accuracy on raw video	 More complex installation

	 Less processing power	N etwork losses, lose access

	 Lower Storage costs	 Limited vendors

	 Lower total costs	 Limited access to recorded video

When using analytics it is necessary to draw trip lines, enclosed 
areas, direction flow and other types of trip points or virtual lines for 
the alarms. Proper camera placement is key.



ferent types of analytics, we cannot go 
over each one specifically.

Negotiating the Environment
When it comes to configuring an an-

alytics system, there are two categories 
to consider: indoor and outdoor. 

Indoor configurations tend to be the 
easiest and encounter the least false 
alarm issues. In most cases there is 

more flexibility where the cameras are 
positioned. They can be directly over-
head or even located at average height. 
And of course, indoor applications are 
not subject to weather concerns such 
as snow, rain or fog. Another problem-
atic false alarm factor, lighting, can 
also be easily controlled within an in-
door environment. An important reali-
ty, however, regarding indoor detection 
is if the incident is missed the subject 
is already inside the facility where they 
could possibly do more damage. 

Once we move outside, things become 
much more difficult. The first issue to 
consider is weather. Obviously, this is a 
dynamic that cannot be controlled but 
by understanding the camera and the 
analytics’ shortcomings, any adverse ef-
fects can hopefully be minimized. 

As seasons change over a period of 
weeks or months, a video analytic sys-
tem’s false alerts can start rising con-
siderably due to changes in the envi-
ronment and the position of the sun. 
This can suddenly and surprisingly 
cause major problems. Some industry 
experts estimate the false alarm rate as 

one per hour per camera. Even with 
only a 16-camera system this could be-
come expensive and annoying. 

The problem of increased false alerts 
is compounded by the consequence of 
users potentially losing confidence and 
trust in the technology itself. If your pe-
rimeter surveillance one day stops func-
tioning properly, you now have a serious 
flaw in your overall security system.

Setting Realistic Expectations
Implementing analytics will con-

tinue to become simpler. But for now 
there are tricks to optimization, and 
users should be prepared to work with 
a system for several weeks. 

As alluded to in the previous section, 
the challenges presented by changes in 
the environment (especially outdoors) 
such as rolling clouds, trees swaying, 
shadows and reflections off puddles, 
have precluded analytics vendors from 
nailing down any type of performance 
standards. At best, installers can work 
to optimize analytics performance for 
a given installation, and be wary of any 
vendor that claims its analytics soft-
ware has self-learning capability. 

Setting expectations is everything. 
It’s important not to believe all the ri-
diculous hype and nonsense about 
what analytics can deliver. When inte-
grators are selling or promoting video 
analytics there are a few tips that will 
make the process much easier. 

First, have clearly defined goals for 
what the system can and will do. Next, 
have a manufacturer’s representative 
go over the requirements with you that 
will allow the video analytics system to 
perform as promised. Also make sure 
the installer is fully trained in pro-
gramming the system. Another thing 
you can do is use the manufacturer’s 
demo system to show the client how 
the technology works, and what it can 
and cannot do. 

Make sure to have at least one per-
son at the customer site who knows 
how to maintain and calibrate the sys-
tem. If the integrator needs to be con-

stantly called out to recalibrate it due 
to changes in the environment — or for 
whatever reason — the customer could 
get frustrated with the system. Final-
ly, demonstrate to the client the fully 
functioning system with their own op-
erators testing and using it. 	

Costs, Capabilities Are Improving
What is the future of video analytics? 

Most in the security business believe 
the technology will mature during the 
next few years. As it does so it should 
easily and quickly be usable on at least 
one-third of cameras as the benefits 
are clear. A few key developments can 
be identified that will impact architec-
tures in the future and continue the 
push video intelligence to the edge. 

Processing power in edge devices is 
growing rapidly. In some cases, manu-
facturers of cameras intended to sup-
port analytics are now building them 
with coprocessors or second proces-
sor chips in order to handle the extra 
horsepower requirements. This results 
in a favorable dollar/per mega-image/
per second ratio for edge device pro-
cessors that, when compared to pro-
cessors on the server, will influence 
pushing analytics to the edge. 

To ensure the system meets both im-
mediate and long-term needs, the instal-
lation should be scalable and based on 
open standards. The architecture should 
be one that minimizes the risk of system 
failure and downtime. It should scale ef-
fortlessly from a few to many cameras 
and intelligently distribute processing 
to different system components. 

If camera resolutions continue to 
increase, with the advent of high def-
inition cameras, and existing encod-
ing technologies are retained, then the 
bandwidth requirements to transmit 
video streams to the server will like-
wise increase. Storage on the camera 
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or edge device is one way to reduce 
those bandwidth issues. Capacity of 
flash memory on edge devices is steadi-
ly increasing. The dollar-per-byte ratio 
for standalone storage devices is sig-
nificantly cheaper when compared to 
storage at the server. 

One snag that must be mentioned is 
that, at this time, support for access to 
recorded video on edge devices via vid-
eo management software (VMS) is poor. 
But more and more VMS vendors are 
beginning to support this capability.

Trends Support Edge Approach 
As we have discussed, function-

al and economic benefits are hasten-
ing the trend of placing more record-
ing capability and intelligence on the 
edge of networked video surveillance 
systems. In addition, analytics will 
continue to grow and become a more 
viable and reliable tool for standard 
security, security-related and busi-
ness-based uses. 

Finding ways to reduce bandwidth 
requirements, such as transmitting 
video streams only when an incident 
occurs, are becoming more and more 
a necessity. This, in turn, dramatical-

ly cuts down on the amount of video 
needed to be monitored and reviewed. 
In the case of license plate identifica-
tion, for instance, only the snapshot 
needs to be transmitted instead of the 
entire video stream. Also when camer-
as do the processing, servers can han-
dle more video streams. 

Another feature at the edge is that 
the analytics can process raw or un-
compressed video. Being able to do 
this greatly raises the quality of analy-
sis and thereby minimizes false alarm 
incidents and customer frustration. All 
of these benefits enhance the TCO and 
ROI propositions for the customer. 

While these key trends may point 
to a gradual shift toward edge-based 
analytics and storage, it’s the security 
objectives that will drive end users to 
an appropriate architecture. Security 
directors will have to consult closely 
with their systems integrator partners 
to analyze the tradeoffs involved and 
choose the solution that best meets 
their requirements. 

As customers see the benefits in 
these analytic tools improve, the busi-
ness opportunity will expand. As it 
stands now, those with specialized 

needs will lead the market in their use 
of video analytics for targeted applica-
tions. As time goes on and the technol-
ogy improves, it will become apparent 
to the majority of commercial, retail, 
industrial and government clients that 
intelligent video technology can help 
increase the efficiency and effective-
ness of their security staffs.                  ■

Dave Junio (davejunio@gmail.com) has more than 16 
years’ experience in video security systems performing 
installation, system design, curriculum development 
and training. He has a BSEE and was a design engi-
neer for 15 years. 
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Next Up for ‘D.U.M.I.E.S.’: 
IR Lighting and  

Thermal Imaging
Be sure to check out the October 

issue of SSI for Part 4 of 2010’s “Ad-
vanced Video for D.U.M.I.E.S.” series. 
The fourth installment will explore the 
impact infrared (IR) lighting as well as 
thermal imaging is having on the video 
surveillance marketplace. In addition 
to the application opportunities these 
technologies offer, end users’ interest 
is being piqued by how IR and thermal 
imaging reduces light pollution.

Visit the Special Reports section at 
www.securitysales.com to 
access more than five years’ of 

“D.U.M.I.E.S.” archives.

Retailers are using video analytics to ob-
serve and measure the effectiveness of their 
display or marketing techniques.

Compelling arguments for having video analytics centralized in a DVR/NVR (left) include not having to purchase expensive smart cameras 
or encoders with built-in analytics to replace existing cameras. However, justifications for an edge approach (right) include minimized 
bandwidth usage, lower server costs and superior analysis capabilities.

PC (client)

Video 
management 
system (server)

Video streamed to server 
(or directly to client) when 
camera detects analytic events

Server transmits video to 
client on analytic event

Camera-Based AnalyticsServer-Based Analytics

PC (client)

Video 
management 
system (server)

Video streamed to server 
for analytic processing

Analytic results streamed to 
and displayed on client
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